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Ownership via Communal Consensus

Image: John Danaher
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Bitcoin is a Digital Version of the Yap System

Stone Money on the Island of Yap

000

Stone money is exchanged
between individuals on a
remote island.

Each individual independently
maintains a ledger, in writing or
memory, of all transactions.

Ownership is determined by

consensus among a majority of

islanders.

There is no central authority or
clearinghouse.

Munich RE

Digital Bitcoin on the Internet
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Electronic money is exchanged
between a network of
computers or “nodes.”

Each node independently
maintains a ledger or database
of all transactions.

Ownership is determined by

consensus among at least 51%

of nodes.

There is no central authority or
clearinghouse.
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The Double-Spend Problem
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At its core, Bitcoin provides a solution to
electronic double-spending.
This is the central breakthrough of the technology!
Blockchain is a decentralized database. )
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As on Yap, it is (a) there is no :
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Why “Blockchain™?

Transactions

Private key,
public key,
bitcoin
address
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Send data
between
bitcoin
addresses
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Private key
locks and
unlocks
transaction

Blocks
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Unique Identification Numbers

Block Header: 6 fields, 80 bytes

Munich RE =

Hashing

From the information in each block, miners construct a block
header, an 80-byte value.

NS

This value is “hashed” (i.e. passed through a one-way algorithm
(SHA256)) to produce a block hash, a 32-byte value.

NS

The first block hash:

000000000019d6689c085ae165831e934ff763ac46a2a6cl72b3flb60a8ce26f

NS

4 bytes { e Version (protocol)
32 bytes { e Previous block hash
32 bytes { e Merkle root

4 bytes { e Timestamp

4 bytes { e Difficulty target
4 bytes { e Nonce (variable)

Each block hash is a unique identifier. It can be independently
derived by any node simply by “hashing” the block header.

Source: Antonopoulos, p.163
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Stacking Blocks Munich RE =

Fraud Detection Block Stacking (Graphic Representation)
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Wallets: A User-Friendly Interface

Munich RE

= Coinbase
) Bitcoin Core
MultiBit

© Electrum
B Bitcoin Wallet
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breadwallet
Getting a Wallet

breadwallet - bitcoin wallet -
breadwallet LLC m

() Offers Apple Watch App

bread

wallet

= On your iPhone, search for
the breadwallet app.

= Download and install the app.

= Openiit.

Select “new wallet.”

Note your “recovery phrase”
(mnemonic words).

Choose a 4-digit passcode.

Munich RE =

receive money:

This is your bitcoin address. Tap to

copy it or send it by email or sms. The
address will change each time you
receive funds, but old addresses
always work.

1BmVoSHJ1MoEFbKtqg3AxvMVZwGonnkUTr

= Learn about your wallet by
tapping on its features.

= There is one tab for receiving
money, and one for sending
money.

Disintermediating the Blockchain, David Verbeeten October 2016 11



Implications of Blockchain Technology

Recap

Bitcoin is based
on blockchain
technology.

The core breakthrough is a
solution to the problem of
electronic double-spending.

We don'’t need central
agencies to handle our
transactions with strangers.

We can deal directly with each
other online without having to worry
that our counterparty is cheating.

Compliance is an “emergent
property” of the system as a
whole rather than any one actor.

Source: Swan, pp.X-Xi.

Munich RE =

Ramification

Decentralization (of trust)
Is the major implication
of blockchain technology.

According to Melanie Swan, we have
the “architecture for a new system of
decentralized trustless transactions.”

This architecture can extend well beyond
currency payments to encompass many
complex financial contracts.

The distributed database can also be used as a
“registry and inventory system” to record, track
and monitor all forms of assets, hard or soft.

Blockchain is “an entire new
layer to the Internet” for a
peer-to-peer economy.

Disintermediating the Blockchain, David Verbeeten October 2016 12



Promise and Threat of Blockchain Technology Munich RE =

Promise (or Advantages of Decentralization) Threat (or Disadvantages)

=l Diffusion of power = Disruption

« Shift in money and info from elites to lay-people.

»Loss and unemployment among traditional intermediaries.

Transparency

* Public ledgers.

Privacy Concerns

* Pseudonymity is not anonymity.

Accountability

* Permanent and immutable records.

Recourse

» Compromised ownership (e.g. private keys stolen).

Accessibility

*Few barriers to entry or fees.

Irreversibility

*No refunds or chargebacks.

e ACCUracy mae  Scalability

« Elimination of deliberate or accidental errors in record-keeping. » Network throughput limited by block size.

=l Cyber Security =l Price Volatility

*No central point of vulnerability. * Price instability. (Qualities of a commaodity.)

Disintermediating the Blockchain, David Verbeeten October 2016 13



Challenging the Establishment Munich RE =

stock
exchanges

No need for intermediaries to
vet, settle and clear financial
transactions.

credit card
companies

Disintermediating the Blockchain, David Verbeeten October 2016 14



General Use Cases

Simple payments

*Fast transactions
involving only direct
counterparties.

*Minimal fees. No foreign
exchange. No personal
info required or
exchanged.

Inventory and
registration

+Catalogue any kind of
record:

«title deeds

*health records

birth certificates
«Difficult to remove or

alter. Privacy preserved.

Meta-coins

*Make coins represent
more than one thing,
like a stock certificate.

*Trade the stock
certificate on a peer-to-
peer basis over the
blockchain. Faster and
less corrupt than our
stock markets.

Smart contracts

*Agreements that
execute and enforce
themselves.

*e.g. A girl receives an
automatic lump sum
when her grandfather
dies. An oracle tells the
contract when the
grandfather has died.
Autonomous, self-

sufficient, decentralized.

Disintermediating the Blockchain, David Verbeeten
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Dapps (Ethereum)

*Decentralized
applications are
dynamic smart contracts
with multiple functions
and participants.

*e.g. Play online games
like poker online without
having to worry that a
central server will shut
down or steal your
money or rig the
outcome. Flexible,
transparent, resilient.

October 2016




Blockchain Technology and the Insurance Industry Munich RE =

Myriad Potential = According to McKinsey and
Company, the blockchain offers
many potential use cases for
insurers.

= The insurance industry lags
behind banking in technology
adoption, but it is “uniquely
positioned to benefit from
blockchain technology.”

= Forinsurers, the blockchain is
“an IT investment with a
perspective of presumably five
years until full realization of
benefits.”

Source: Lorenz, pp.1, 3; image: used under licence from shutterstock.com. Disintermediating the Blockchain, David Verbeeten October 2016 16



Blockchain Technology and Insurance Operations Munich RE =

|/

Alternative

Functionality implementation

A
Insurance with Insurance on Insurance for
the blockchain the blockchain the blockchain
[ [
[
\
Smart Cyber
Payments Documents T Dapps insurance
[use case 1] [use case 2] [use case 4] [use case 5] [phase 3.0]
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Accounting on the Blockchalin Munich RE

“Hugely
promising”

According to Deloitte, the “use of the Blockchain for accounting
use-cases is hugely promising.”

Accounting has lagged in digital innovation, not least due to
exceptionally high regulatory requirements.

Accounting involves systematic duplication of efforts, extensive
documentation, and periodic controls with labor-intensive audits.

Authorities tend to prefer paper receipts as immutable records,
because they believe that they are less likely to undergo
unnoticed modification.



Common Accounts on a Common Ledger Munich RE =

Consistent
Data for
All

Blockchain technology could lower the cost and labour-intensity
of accounting and even automate a lot of processes (such as
audits).

Records and receipts can be stored on a blockchain, either as
files or as hashes. No duplication of accounts would be
necessary because the accounts and ledger are common to all.

Data would always be consistent between parties, because any
changes by one would be broadcast to all. Audit trails can be
traced with ease.

In a future in which insurance is sold over the blockchain,
insurers, reinsurers and regulators will all be able to access the
same data according to their individual needs.



New Possibilities in Compliance Munich RE =
(RegHackTO, November 2016)

Current Compliance Procedures Blockchain-Enhanced Procedures

REINSURER

W  INSURER Blockehain

¥ INSURER

REINSURER
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Appendix |
About mining

Miners and Mining

Munich RE =

Deflationary Money

At present, a miner earns 12.5 new bitcoins for
every block it verifies.

This number is halved around every four years
(or precisely every 210,000 blocks).

million, which will be reached around 2140 (at a

The protocol caps the supply of bitcoin at 21
rate of 1 block verified every 10 minutes).

After 2140, miners will be rewarded with
transactions fees only.

Disintermediating the Blockchain, David Verbeeten October 2016
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Appendix I

About breadwallet

Hierarchical Deterministic Wallet
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Source: Antonopoulos, pp.86-89
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breadwallet

breadwallet is a hierarchical deterministic
wallet.

It makes many keys from a single randomly
generated number, known as a seed.

A sequence of mnemonic words can be used
to recreate the seed.

If you can remember these words, you can
create the seed, which can recreate your entire
wallet with all of its historic transactions.

These words are your wallet’s backup and can
be used to import/export your wallet with ease.

Disintermediating the Blockchain, David Verbeeten October 2016
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