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“You can delegate an activity,
but not the accompanying
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Why focus on TPRM?
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RECENT HEADLINES
•

Bell Canada announces that a cyber attack on a 3rd-party supplier compromised the
confidential account information of more than 22,000 of its small business customers.
The Globe and Mail, Feb 2014

•

Hackers successfully stole prepaid debit card information from the Indian and USbased third-party vendors of several large multi-national credit card institutions,
fraudulently withdrawing $45M from ATMs worldwide.
Wall Street Journal, May 2013

•

Compromises attributed to third parties with trusted access increases while due
diligence weakens – PwC GSISS 2014
- 55% have security baselines for external partners, suppliers, and vendors (60% in
2013).
- 50% perform risk assessments on third-party vendors (53% in 2013).

•

Recent Ponemon Institute surveys reveal that unsecure third parties including cloud
providers are seen as one of the top three threats to an organization. 41% of the
companies surveyed experienced a data breach caused by a third party.
* Symantec and Ponemon Institute, “2013 Cost of Data Breach Study United States,” May 2013
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Rising third-party risks
Key gaps in third-party security – PwC GSISS 2014
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Renewed regulator focus

PwC GSISS 2014

Rising third-party risks
Only 34% of financial services respondents say
they have assessed the security of third-party
outsourcers over the past 12 months.
Roughly the same number (33%) report that
they began monitoring fourth-party
relationships over the past year.
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What issues are companies facing in this area?
Market drivers

• Substantial reliance on third parties
• Vendor sourcing decisions that often overlook key risks
• Incomplete populations of vendors or vendors with sensitive data
• Inconsistent risk assessment and review practices across organizations
• Complexities in managing third party risk, such as:
- Identifying what risks really matter
- Selecting which third parties to review
- Taking effective action when an issue is found
- Identifying when your vendor subcontracts to others
Industry/Company-specific triggers
• Regulatory changes
• Negative results from internal or regulatory reviews
• Vendor breach internally or at a competitor
PwC

May 20, 2015
9

Critical elements of a robust TPRM
framework
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What is Third Party Risk Management?
Focused on
understanding and
managing risks
associated with 3rd
parties that you do
business with

Comprehensive in
coverage of all
types of third party
relationships

Holistic in its
consideration of a
full spectrum of
risks

PwC
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TPRM program foundational elements
• Vendor Management
office
• Operational risk
governance body
• Critical Vendor
oversight
• Centralized Vendor
complaint
management support

Governance

Methodology

Data &
Information

• Know-your-counterparty/
due diligence
• Standard operational risk
methodologies and defined
risk levels
• Standard controls
effectiveness assessment
methodology
• Escalation, exception, and
exemption processes
• Customer complaint
handling

Linkages between contracting and payables/general ledger
Comprehensive contracts management system and contract data
Well defined and maintained vendor repositories (vendor master, etc.)
Vendor/ vendor usage data
Strong organizational and employee data for identifying vendor linkages across the
organization
• Issues and incidents repositories to track vendor issues
• Recovery and resiliency – back-up of key/“critical” vendors
• Integrated complaint management system for monitoring and reporting
May 20, 2015
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Third Party Risk Management (TPRM) framework
The PwC Third Party Risk Management Program Framework
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Governing your third-party
relationships
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Establishing a vendor inventory

Vendor
segmentation

Prioritize higher risk
services provided by 3rd
parties

Identify and remove services
that will have risk management
by other means

Begin with general ledger and
remove categories that don’t
pose risk

Total Vendor Inventory

Higher Risk
Vendor Relationships

More due
diligence

Category I
Primarily vendor
controls
Higher risk
Vendors
identified for
review

Category II
Both vendor &
organizational
controls
Category III
Primarily
organizational
controls
Less due
diligence

PwC
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TPRM due diligence approach
Financial
Health
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IT Security/
Physical Security
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Compliance
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4th Parties
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risk
Technology

Third Party Due Diligence
Risk prioritized planning
process
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Solution Delivery Foundation
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Ongoing TPRM governance model
•

A strong governance model
is a critical success factor in
any TPRM.

•

Each “line of defense” plays
an important role in
ensuring vendor processes
and performance meets
management’s needs,
expectations and
contractual requirements.

•

Vendors may play an
important role in delivery of
your services or functioning
of your business – however,
you retain accountability to
your customers/clients.

PwC

May 20, 2015
17

Approaches to governing third-parties
Direct
monitoring

SLAs

Right to
audit

SOC
Reports

Often we see a combination of these approaches being used
PwC
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Understanding & leveraging SOC
Reporting

PwC
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SOC Lingo

SSAE 16

ISAE3402

Subservice Org

CSAE3416

Risk

CUEC

Third Party

Outsourcing

Internal Controls

TPA
Governance

Type 1, 2
SOC1,2,3

Regulation
and
standards

Strategy
and
growth

Service Provider

PwC
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What is SOC reporting?
2
1
Service
Organisation
Controls
reporting

3

PwC

Services provided
by third parties are
relevant for internal
controls embedded
in your business
processes, including
(but not limiting to)
financial reporting
relevant processes

SOC enables the
information
provision on
and assurance
over Service
Organisation
internal
controls on
behalf of the
User
Organization
May 20, 2015
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SOC reporting Options
Distribution
Report
Type

Reporting
Standard

Criteria

General Use

Restricted Distribution

SOC 1

SOC 2

SOC 3

CSAE 3416

S 5025

SSAE 16

AT 101

ISAE 3402

ISAE 3000

Financial
Assertion Related
Criteria

Established or Accepted Criteria

Service Auditor Opinion

Report
Contents

Management Assertion & Description of the System
Controls, Test Procedures and Results
Other Info Provided by Service Org

PwC

N/A

PwC insights:
• We have noted a rise in controls
assurance reporting requests over
nonfinancial reporting risks such as
operational and compliance risks.
• We have noted several
organizations that rely on service
providers requesting both SOC 1
and SOC 2 reports to obtain broader
coverage over financial, operational
and compliance risks.
• We have noted a number of
financial institutions enhancing
their OSFI B10 compliance efforts
which have driven or contributed to
increased demands for SOC 2 & 3
reporting.

May 20, 2015
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What is SOC 2 & 3?

1.
2.
3.
4.
5.

Security (Common),
Availability,
Confidentiality,
Processing Integrity, and
Privacy.

• Each principle contains 4
objectives of: policies,
communications, procedures, and
monitoring.
• Under each objective specific
criteria are defined > Each criteria
must be achieved in order to
achieve the principle.

• Illustrative controls are provided that
align to each criteria and can be used as
a guide in determining which controls
satisfy each criteria and in turn the
principle.
• Once a principle is deemed in-scope all
objectives and criteria must be
satisfied to render an unqualified
(clean) opinion on that principle.

Principle

Objectives
Criteria
Controls

PwC

Assurance

• Defines 5 principles as follows:

May 20, 2015
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Comparison of SOC & related reporting options
Attributes
Limitations on
type of System/
Process?
Scope Limitations
(Exclusions)?
Established
Control
Objectives/
Principles
Established
(Illustrative)
Control Activities

Sample sizes
disclosed in
report?
Auditor’s Opinion
provided?
Report
distribution
restricted?

SOC 1
CSAE 3416 / SSAE16
Yes - Systems that process
transactions significant to
customers’ financial
statements
Yes - Privacy, disaster
recovery/ business
continuity
No – service organization
has flexibility in selecting
and defining the control
objectives
No – service auditor applies
professional judgment to
determine controls
necessary to achieve a
control objective
No, except for when
exceptions are being
reported
Yes

SOC 2 & SOC 3
(Trust Services)
No - Any system

Agreed Upon
Procedures
(S9100 / S9110)
No - Any system or process

General Attest
(S5025, ISAE 3000)
No - Any system or process

None - as long as they relate None
to system reliability

None

Yes - Principles and criteria
are specified in the
framework (Security,
Availability, Confidentiality,
Integrity, Privacy)
Yes – Illustrative controls
are provided for each
Principle & Criteria

No – controls can be
leveraged from any other
existing standard or crafted
for the review

No – can be aligned with
control objectives and/or
principles from SOC1-3 or
custom/tailored framework,
if agreed with report users
See above.

No, except for when
exceptions are being
reported in SOC 2
Yes

Yes, required

No – controls & tests are
specified by the service
organization and/or the user
organization

No

No, except for when
exceptions are being
reported
Yes

Yes - Limited distribution to SOC2 – Limited distribution Yes – Limited distribution to Depends upon criteria
existing customers and their to existing and prospective
existing customers and their selected for use
auditors
customers
auditors
SOC3 - Unrestricted
distribution

PwC
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Using a SOC report – key considerations
• SOC reports are
an attestation –
not a certification
• It requires
evaluation of
scope and results

Reputation of
Service Auditor

Scope of the
Report

Complimentary
user entity
controls

Type of the
Report
(1 vs. 2)

The report is
here,
NOW WHAT?
Type of opinion
& Exceptions
noted

Time period
coverage

Bridge letter

PwC

Gap period
analysis
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Q&A
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